CYBERSECURITY & Al

CHALLENGES AND OPPORTUNITIES

CyberShield



Cybersecurity

» Cybersecurity is the practice of protecting systems, networks, and
data from digital attacks.

 These attacks aim to access, alter, destroy information, disrupt
services, or extort money.

* Increasing digital transformation, cybersecurity has become critical
for national security, businesses, and individuals.
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Artificial
Intelligence

 Artificial Intelligence refers to the ability of machines to perform
tasks that typically require human intelligence.

* This includes learning from data, reasoning, problem-solving, and
adapting to new situations.

» Al has become a transformative force across industries, including
cybersecurity.




Types of Al

Al can be categorized into many forms, based on their Technigue or Approach

O

(how the Al works)

2
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Machine Deep Learning Natural Large Language
Learning Language Models.
Processing

Each contributes differently to detecting, analyzing, and preventing cyberatta




Machine Learning

Machine Learning enables O1 Supervised Learning

Use labeled datasets for

systems to learn from historical malware detection.
data and improve over time. 0?2 Unsupervised Learning
In cybersecurity, ML identifies > Detects unknown threats by

. . identifying abnormal
Mmalware, detects anomalies In oatterns
network traffic, and uncovers O 3 Reinforcement Learning

Adapts defenses in real

zero-d ay attacks. time against evolving

threats.
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Deep Learning

DL, a subset of ML, uses neural networks to process
complex data such as images, audio, and large-scale
logs.

DL is highly effective in detecting obfuscated malware,

ahalyzing biometric data, and monitoring system
behavior for intrusions.
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Natural Language Processing

O'l Detect phishing emails and
malicious messages

NLP enables machines to

understand and interpret » (D2 Monitor insider threats by
human language analyzing communications
()3 Filter spam and harmful
content
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Large Language Models

LLMs, such as GPT, can generate human-like text and assist in
analyzing large volumes of data.
Dual Role in Cybersecurity:
* Defense:
o Automate threat intelligence, summarize incident reports, and
detect phishing.
« Offense:
o Generate phishing content, create deepfake messages, or
produce malicious code.



NEURAL NETWORKS

Computer systems designed to
imitate the neurons in a brain.

WHAT IS ARTIFICIAL INTELLIGENCE?

NATURAL LANGUAGE
PROCESSING

The ability to understand speech, as well
as understand and analyze documents.

MACHINE LEARNING

Using sample data to train

ROBOTICS

Machines that can assist people
without actual human involvement.

computer programs to recognize
patterns based on algorithms.




Emerging Al Tools

Beyond these Al types, new
platforms are redefining automation

and security operations.
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Model Context Protocol

MCP is a framework that allows Al models, tools, and agents to

exchange context securely.
Standardizes communication between LLMs and external systems,

ehabling multi-agent collaboration.

» Creates interoperability between Al tools
» Supports secure, structured communication
» Key for scalable Al-driven cybersecurity workflows
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Agentic Al

Agentic Al refers to autonomous Al systems capable of reasoning,
planning, and executing tasks without constant human guidance.
In cybersecurity, agentic Al can act as both attacker and defender.
 Automates incident response and vulnerability scanning
 Capable of adaptive decision-making
» Simulates red-team/blue-team strategies
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N8N Automation Platform

N8N is an open-source workflow automation tool that integrates
with Al models to orchestrate cybersecurity processes. It connects
security tools, APIs, and Al to create automated response pipelines.
 Visual workflows with drag-and-drop integration
 Automates threat detection » response » remediation
* Builds Al-driven SOAR (Security Orchestration, Automation, an
Response) systems.
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Al in Cyberattacks

Al has revolutionized the cyber threat landscape. Attackers use

It to automate phishing, create deepfake audio and video for
iImpersonation fraud, and develop adaptive malware that
evades detection. Al also enables large-scale reconnaissance to
map networks and discover vulnerabilities faster than humans
ever could.




%

CYBER SHIELD Ol Dee pfa ke PhIShlng

ACADEMY

Al-generated voices/videos imitating CEOs for fraud

Ca se 02 Adversarial Attacks.
Al systems fooled with manipulated inputs
Studies

03 Polymorphic Malware.

Al modifies code continuously to evade antivirus

04 Al-Driven Botnets.

Smart DDoS attacks adapting in real time
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Real World Incident

One striking real-world incident involves a Hong Kong financial
firm that lost S25 million after an employee authorized a wire
transfer.

The transfer request came via a video call that convincingly
posed as the company's CFO,and was later confirmed to be a
deep-fake generated using Al.

This case showed how Al-enabled social engineering can
override human skepticism and bypass normal verification

procedures.
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Deepfake Examples

1. https://www.youtube.com/watch?v=gLol9hAX9dw

2. https:/Mmww.youtube.com/watch?v=AmMUC4m6wlwo

3.https://www.youtube.com/watch?v=lol49queu-o
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Al-Powered Cybersecurity
Proactive Defense

Al strengthens cybersecurity by automating threat detection,
vulnherability scanning, and incident response. It enables real-
time monitoring, uncovers hidden attack patterns, and allows
teams to act proactively, staying ahead of fast and
sophisticated cyber threats.
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Simulates
attacks to
identify
vulnerabilitie
s (ethical red
teaming).

Offensive Al

Al-driven
penetration
testing tools.
PentestGPT,
ReaperAl.

Identifies
attack paths
faster than
human
teams.

Enhance
proactive
defense
strategies.



CYBER SHIELD

AAAAAAA

Future of Al
Cybersecurity

The future will see Al-enabled Security
Operations Centers that combine
automation with human oversight.
Predictive and adaptive defenses will
become the norm. However, organizations
must also address ethical concerns,

governance, and potential misuse of
autonomous systems.
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Al misuse Iin cybercrime is rising

Ethical and Over-reliance on Al can create
Strategic blind spots
Considerations

Need for Transparency and
explainable (XAl)

Strong governance frameworks are
essential.
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Conclusion

Al is transforming both attacks and defenses in cybersecurity.
While attackers exploit Al for speed and scale, defenders can
leverage it to detect, respond to, and simulate threats
proactively. Embracing Al responsibly is no longer optional—it
Is essential to stay ahead in the cybersecurity landscape.
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